








Distributed Computing

Organizations may realize the value of virtualized servers most in their staging,
testing, and development environments, where new servers can be spun up in

a short time and infrastructure is scalable by scenario. They should give special
consideration to scenarios that would truly warrant additional software licenses to
virtualize and consolidate under-utilized servers in production uses.

Thin Clients

Because client images - both standardized and custom - can be requested by
clients based on login credentials, companies can get the robust performance and
user experience of PCs without the accompanying drawbacks. Additionally, the IT
staff will get fewer help desk calls, and can shift their efforts to projects of more
strategic importance to the business.

Moreover, thin clients can deliver full motion video, sound, and provide
unparalleled network access to file shares and print jobs, usually because the
hosted image resides in the same server room as the file sharing servers or print
servers. In an extremely virtualized server farm, the file sharing servers and print
servers may well be virtualized, too.

Standardized images provide the same desktop to every user in a group, and
adding access to any image is as simple as dragging a user name into an active
directory group. Changes to the image are generally prohibited, similar to group
policy restrictions on PCs. Unlike PCs, which need to be rebuilt if they crash

or become corrupted, the host server automatically discards any thin client
image that is corrupted, and a new image is spun-up in its place from the global
template.

In cases where non-standard applications or unique machine resources are
required by individual users, specialty images can be created. These specialty
images can be set to “always on,” and always available for that one user or group.
They can maintain the state of last use, or they can be spun up on demand by the
server. Either way, they will always maintain the unique settings required by that
special user.

VMware’s application, Virtual Desktop Infrastructures (VDI), is actually capable
of evaluating server load and managing that load across multiple physical
servers in a pool. If any server in the pool is underutilized, VMware will move
whatever active connections it may have onto another server. The opposite is
also true, where a server exceeds a threshold of utilization, and new requests are
received by additional clients, VMware will move sessions to another server that
is at lower utilization. Finally, if VMware sees that it is low on servers and load

is heavy, additional servers can be created from virtual images as required, to
bring utilization into optimal parameters. Citrix XenServer is another product with
similar capabilities.

SiSAVVIS.



Distributed Computing

Maximizing Hardware Resources

Many times IT hardware resources at the server level are underutilized. Industry
estimates put typical server utilization at just 15 percent to 20 percent of total
capacity. With virtualization, organizations can leverage each and every physical

server by dgploymg mul"up.le y|rtua| images upon it that emulate many servers. Desktop PCs - 1988 vs.
Through this sort of optimization, an organization can realize up to 80 percent

utilization and get significantly more for its capital investment in hardware. 2008

Although it was possible to virtualize servers five years ago, it was really only 1988: Tandy 1000 TL

recently that manufacturing processes have reduced the cost of components

like RAM, central processing units (CPUs), and hard drives that are integral to - Price: $1,400 ($2,454 ad-

deploying virtualized servers. Because of these technology advances it is very justed for inflation)

likely that significant numbers of organizations will be virtualizing some or all of - CPU: Intel 80286

their servers in the near future. “RAM: 640KB

A typical server used today to host images might be specified as a dual or - Storage: 3.5-inch floppy
quad processor chassis, with dual-core or quad-core CPUs running at 3+Ghz, - Monitor: 14-inch, 640-by-
with 32GB or 64GB of RAM. Hard drives can be storage area network (SAN) 200 RGB CRT, 16 colors

or network-attached storage (NAS), which both allow for expansion on the fly.

Virtualization requires a significant amount of hard drive space, but since storage . .
has plummeted in price, organizations today can procure terabytes of disk at 2008: HP Pavilion Elite
minimal expense. m9100z series

- Price: about $1,000

VMware or Citrix running on Windows Server Standard could host one or two - CPU: 2.8-GHz AMD Athlon

clients per CPU core, depending upon which applications were installed for use,

and what performance levels were desired. As many as eight or nine machines 64 X2 5600+ dual-core
could be emulated on one server chassis. More demanding applications that -RAM: 2GB
require additional processing power would reduce the number of machines - Storage: 750GB HD, CD/

hosted per CPU core.
DVD recorder

About the Thin Client Platform - Monitor: 17-inch, 1440-
The most notable differences among the many brands of thin clients available by-900 LCD, 16.7 million
on the market are processor speed, the amount of RAM and ROM, and the form colors®

factor. In some cases the brand may be closely aligned with a software company,
and may have enhanced integration with that company’s related software
protocols.

Thin clients with embedded Windows XP are available and provide an enhanced
local PC experience, with the added capability of virtual client experience. In some
cases these may be desirable. To understand the difference between embedded
and non-imbedded thin clients, an embedded XP thin client would allow ICA or
RDP connections to virtual images, but would also enable local applications to

run independent of a network connection to the host server. The client should,

in most cases, also be joined into a domain in order to apply domain security
policies. And the XP embedded client must be patched, just like a traditional PC.
These factors may make this type of unit more costly to manage.
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Thin clients without embedded XP have to have some stripped-down operating
system in order to boot. Additional manufacturer agents or add-ons are then
installed, and allow the use of Citrix’s ICA protocol, Microsoft’s RDP, local terminal
emulation, and remote administration, among other things. The two most
common of these stripped-down operating systems are Windows CE and Linux.

Disaster Recovery

Every business plan or compliance effort includes disaster recovery (DR), which
is part of business continuity planning. Thin clients are as easy to integrate into
these plans as PCs, if not more so.

If a disaster occurs, thin clients can be redirected to the DR site either through a
preconfigured alternate user connection, or can be set to pick up their settings
via modified Dynamic Host Connection Protocol (DHCP) and Pre-Boot Execution
Environment (PXE Boot - pronounced “Pixie Boot”) settings.

In the first example, users would have access to two unique connections for
their Windows sessions: one for primary/daily use, and one to use in the event
of catastrophe. The daily setting would be used until such time as it failed to
respond; the alternate connection would connect to the DR site if a disaster
occurred. The alternate way to achieve this would be to use DHCP and/or PXE
Boot to check where the primary server and associated settings are. If the
primary site were unavailable, the thin client would obtain the secondary site’s
settings from PXE Boot.

Although thin clients would need to be reconfigured to point to a DR site, they
would access a copy of the same image they were using in the primary site, and
the user experience would be comparable, assuming bandwidth to the DR site
was comparable to that of the primary location.

On Windows CE thin clients, images could be pushed with new connections. Linux
thin clients would retrieve new connection specifications from their associated
FTP locations. After a reboot of the unit, the new settings would point to the DR
site, and business would resume.

If these connection settings are all predefined, and labeled as alternative
connections, rebooting the thin client can be avoided, and in a DR scenario, the
users would simply select the alternate connection, and resume their work on an
identical image. Provided that storage devices are synchronized regularly, recently
updated data will also be available to users connecting to the alternate locations.

Different brands of thin clients use different tools to achieve these results, so

the means may differ, but there will usually be a simple way of distributing new
settings to the clients in an emergency. In any case, by using virtual servers and
virtual PC images, a DR site can be turned up in shorter time than a conventional
server environment. Indeed, many hosted DR service-providers already utilize
virtual machines.

A Natural for
Disaster Recovery
“Distributed computing
harnesses heterogeneous
systems to provide better
day-to-day solutions. [...]
This provides a huge ben-
efit when disaster strikes.
A distributed computing
environment will allow you
to work out and set up
application "X’ to work on
both hardware platform
‘A" and ‘B’ so that daily
workload balancing and
resource utilization is im-
proved. This multiplies the
disaster recovery options
that you have available to
you to support application
X’. This benefit also applies
if you find that your disas-
ter recovery period will be
extended and you need to
buy and deploy additional
recovery resources, you
have a choice between ‘A
and ‘B’ instead of being
locked in to a single hard-
ware platform.”®

SiSAVVIS.

6 Shread, P (2002, April 11). Grid Computing A Natural For Disaster Recovery. Retrieved April 14, 2008, from Grid Computing Planet Web site

http://www.gridcomputingplanet.com/features/article.php/1008301 (4 7)

1



Distributed Computing

Security

Hosting virtual sessions from server farms to thin clients across a campus or WAN
improves security. Because all files and applications are stored on servers and
storage devices in a secure data center, data loss - both accidental and intentional
- is minimized.

Conclusion

Although most organizations assume that the primary reason to implement
virtualization is to cut costs by increasing server utilization, there are numerous
advantages that go beyond hardware consolidation.

Thin clients capitalize on the virtual platforms currently available. They can
cost less to purchase and maintain; they can be set up in less time than PCs;
they should fail less frequently; they are eco-friendly; and they deliver a user
experience that can be equal to that of traditional PCs.

By deploying thin clients in user departments that do not require power-hungry
applications such as computer-aided design (CAD) or video or graphics design
or production, organizations can save money on many levels: maintenance,
operations, user support, capital investment, and administration. Indeed, deciding
not to deploy these not-so-dumb terminals instead of PCs arguably costs
organizations money every day.

In today’s world, where the bottom line is moving ever closer to the cost line;
where there’s increasing pressure to be “green”; and where every employee
wears more hats than they used to, it is important to know that there are still
some options for IT management that are simultaneously socially responsible and
beneficial for the business.

How Savvis Can Help

Savvis is committed to driving innovation in the IT industry. We seek to promote

a dialogue between technology providers, IT professionals, and industry analysts
that cuts through the hype that often accompanies information technology, and

which improves the quality and lowers the cost of IT solutions.

Based on more than 12 years of experience with clients seeking to outsource
select portions of their IT infrastructure, Savvis has achieved a balance between
people, processes, and technology. Because developing an IT solution can place
a demand on personnel resources, Savvis has a team of experienced architects
and consultants who can advise clients on development and maintenance

of virtualized environments. Savvis’ Professional Services is a specialized
business unit that focuses on providing end-to-end solutions to our customers
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that complement our managed hosting, security, and network services. We
cover every aspect of the IT solution lifecycle, from planning and design to
implementation and management, including the following services:

* Virtualization through Egenera or VMware

* Network Assessment Services

* Architecture Review

* Application Code Review

» Strategic Deployment Planning

* Architecture Implementation

* Project Management

* Business Continuity and Disaster Recovery Planning
» Security Disciplines
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